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9.Log Management

Uaqiulsaneuatluugalissuudaiiu Log Bumesiin uazAaufimes au w.s.u. Aau
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1. Traffic Log Ain M3Uuintayadsnas MnwgAnssunsldu

Aoplication Name Resuit

Source Device

5ot com B MicrosoftPorts ¥ 359KB /133348

sst © Deay: palicy viclatio

5 SSL © Deny: poi

1% Log & Report

Frstwang Trathe

8 twhoami.akamalnet

98 twhoamiakamainet

FE ivéwariskamainet

cy viclation

iy vickatio

y viotati

BlockBittorren et

L3

folation  BockBittorrent Intf x
B8 Oriver viclation  Biocl
88 DESKTOPVRKAOFGO 309 k8 BlockBittorrent_int
& ArubaZ07 folation  BlockBit
®|ir 5848
¢ OPPOALS = 1 (wrveveg00ge.cON cy violation




2.Event Log e @enliddmsunmsasanieaiuanulasnsiy uazns

b

e —

& T ANON0T DR S0RMOTOIDERORT! © Add Fite:]

Date/Time
2026/02/0100:53:40
2026/01/28 17:06:01
2026/01/28 17:05:25
2026/01/28 17:05:05
2026/01/2802:22:40
2026/01/28 02:22:40
2026/01,
2026/01/2

2026/01,
2026/01/1% 04:06:06
2026/01/1901:18:34
2026/01/1901:13:4%
2026/01/1802:19:34
2026/01/17 20:20:1

saconds ago

39 seconas ago

s 980

a0

saconds 20

51seconds ago

Q

Service
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTR
HTTP
HTTP

Level

185.34.144.177
192.168.14.2
192.168.14.2
192.168.14,
206.168.191.185
206.168.191.185
206.168.191.185
206.168.191.185
206.168.191.185

File Name
upload.exe
datalogger2.php
datalogger2.php
dataiogger2.php

uplioad.exe

1653359

1653359

upload.php
upioad.php
upload.php
upioad.php

upioad.php

DHCP sarver sends a DHCPACK
DHCP server sends 3 DHCPACK
DHCP server sends a DHCPACK
OHCR server sends » DHCPACK

DHOP s ver sends 3 DHCIACK

DHCP server sends & DHCPACK
DHOP server sends a IHCPACK

server sends a DHCPACK

DHCP server sends a DHCPACK

P 5

ver sencs 3 DHCPACK
OHCP server sends 3 DHCPACK

DHCP server sends 8 DHCPACK

IHCP 50 wnils 3 DHCPACK

DHEP server sends 3 DHCPACK
DHCP server sends a TIHCPACK
DHCP server sands 2 DHCPACK
DHCP server sends 3 DHCRACK

DHCP server sends s DHCPACK

DHCP server sends 2 DHCPACK

IHCP server sends s DHCPACK
DHCP server sends 3 DHCPACK

DHCP server sends 2 DHCPACK

DHCP sarver sends 2 DHCPACK

OHCP

r sends 3 DHCPACK

Virus/Botnet
EICAR_TEST_FILE
JS/Redirect AQR!tr

S/Redirect

15/Redirect AQRitr

FICAR TEST

EICAR_TEST FILE

IS/Redirector PIY L

JS/Redirector PIY ts
EICAR_TEST FUE
EICAR TEST FILE

R_TEST_FILE

EICAR TEST FILE

EICAR TEST_FILE

User

2
g

N

A

URL
URL:

URL:
URL:
URL:

URL:

URL

: httpy

: httpy

http:
httpy
httpy
hitpy
http:
http://
http:

http:

hitp:

nttpy

hitp/

httpy

43

DHCP Ackiog

DHC

DHCPACK 02
DHCP Ackiog
DHCP Ack g
DHCP Ackiog
DHCP Ack o
DHCP Ack log
DHCP Ack log
DHCP Ackiog
DHCP Ack o8

DHCP Ack jog

2 Ackiog

DHCP Ack

DHCP Acklog
DHCP Ack log

DHCP Ack

OHCP Ack log
DHCP Ack i0g
DHCP Ack log
DHCP Ack iog
DHCP.

Details

baidu.com/upload.exe

04.60/1ot/datalogger 2. php

159.192.1

159.192.104.60/iot/datalogger 2. php

/159.192.104.60/iot/datalogger 2.php

v google.com/upload.exe
www/ google.com/upload.exe

w38 tamping net/go/1653359

fwew3B Tamping net/go/ 1653359
359

w38 tamping net/go/ 1653
‘wavw.microsoft.com/upload.php

wawvi.microsoft.com/upload.php

pwwaw.microsoft.com/upload.php

/www.microsoft.com/upioad.php

wew.microsoft.com/upload.php

Action
blocked

blocked

blocked
bilocked
blocked
blocked
blocked
blocked
blocked
biocked
biocked
blocked
blocked

blocked
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4. Web Filter Log Aie fayamsufien uardriadnsmsdndadwiviedilivaendy

R ptic ' Sent / Raceives
I biocke e
§ ® Proxy Avoidance B
i ” Proxy Avoid 0B
i
H Proxy Avok 5178/08
3 8 35k-aph 1ck0uS COT draxy Avoldance 178/08

: Blocked tps2/fontalogyhealth.appic. con s188/08
N I Bapart ! lacked ntpse/acsegateway icioud rom s188/08
| blocked mttps/icid apoie.com 188/08
tiocked 178/08
g ocked e
; 9 Diocied oB
% biocked 5188/08
g biockes
! po— R S———— s158/08
§ 15 iockes nitps:/undates.con-apple.comy 5178/08
i ¢ ocks tps/fEspeds ssls appincc 5188/08
; 15 cregateviayiciou 188/086
i gurationaople.co o8
blocke hitps/acseRatewar. icioud.cx 8

s

5. IPS Log Ae Yayansi9aaun1synin nsgleundunienenddunsn

9

S & 0 AcsFier

Date/Time * Severity Soucce User Action

Attack Name
31 seconds ago mmas 20476203219 detected Mira: 8

32 seconds ago v

cetected Mical

finute ago nwws

cetected »
Minute ago e cetected Aok Botmst
i Minute ago Cetected Mirai.Sotne
2minutes ago saxn detectnd Nt
14 Log & Report 2 minute: suoa cetected ™
2minutes ago e Getected Mirai Sotnet
senn cetected Miry Sotret
anun cetected Mirai Botre
renr Getected MiraiBotnet
sane cetected #.80t
5 minutes ago saro detected i f
5 minutes ago s 20476203211 Getected Mirai B
minutes ago senz 20476203211 cetectea
5 minute: 3w 204.76.20 6
cana 204.76.20: 6 ™
& minutes ago sxon 6 Miral Botnec
6 minutes ago exsn 6 1o A £
Infrusion Prevention
] & minutes ago sums 6 detected Mira
7 minutes ago senx 6 detected Mirai Botne
4l 7 minutes ago asen 6 detected .
7 minutes ago ames 6




Date/Time
13 seconds ago
13 seconds ago
13 seconds ago

13seconds ago

15 seconds ago
16 seconds ago
15 seconds ago
13 seconds ago
13seconds ago
14 seconds ago
14 seconds ago

15 seconds ago

15 seconds ago
15 seconds ago
13 seconds ago
‘Apphcation Conteot

13 seconds ago
14 seconds ago

14 seconas ago

14 seconds a0
14 seconds 220
14 seconds ago

14 seconds g0

B —

15 seconds ago

15 seconds 330
og & Report

conds ag0
15 seconds ago
15seconds ago
15 seconds ago
seconds ago
seconds ago
15 seconds ago
15 seconds ago
seconds ago
15 seconds 330
15 seconds ago
15 seconds ago
Appication Control
15 seconds ago
15 seconds ago
15 seconds ago

15 seconds ago

T~ —

15 seconds ago

© Acd Filter

*

B oQ
T & O AddFitter
Date/Time

Source

192.1689.1

192.1689.113

B h10938

h10938(192.1687.12)

192.168.200.22
h10938(192.168.7.12
h1G938152

192.168.7.64

168.7.12!

2.1686.232

192.1686.232

2.168.200.243
192168200243

168200243

192.168.200.243

2.168.9.135

168.6.

182,

192.168.7.46

192.188.7.64
h10938(192.16
192.168.7.64
192.168.7.64
192.1689.135
192.168.200.151
192.168.7.46

Application Control Log fie Teyan15lda1u Application

Destination

® 104.21.96.1 (cittamatracor

148 35 (star-mini.c 10r facebook.com)

& 16370,

148.35 {star-minl.c 10r facebook.com)

810321

87 (prod-strear
8 23.11.200.17 (acrobst.adobe.com!
R 23.11.200.17 (acrabat.adobe.com)

5 142.251.10.94 (clientservices goog)

7.92

94 (cixfine-apps.com)

= 147.92.165.194 (cixfine-apps.com)
 23.11.200.147 {mon-boot.tiktakv.com)
& 23.11.200.147 (mon-boot tiktokv.com!

€4 1369.239.74 (vi0events.datas

crosof

om

5 1369.239.74 {v10.events.datamicrosoft.com
8 203.147.59.16 (timenavymith}

& 3515421213 (srubabrigh

34.171.199 (aruba brightcioud.com)

217.194.101 (suggestqueries-clientsbyoutube.com)

W 172.217.194.101 (suggestqueries-clientsé youtube.com!
< 13.234.171.399 (arubs brightcioud.com

W 74.125.68.94 (ssigstatic.com)

Destination

67 iegyline-apps.com}

204

.50.58 {conn-service-us-04.aliawnas.cc

= 13.234.171.199 {aruba.brightcioud com)

ghtcioud.com}

200.17 {acrobatadobe com)

17 (acrobat.adobe com)

60253 (time g-saplimg.com

7.8 (aruba.brightcioud.com

61.4 (mozitia.cioudfare-dns.com!

2.234.171.199 larubabr

= 15.206.217.8 arubadrightcloud.com)

8. DNS Query Log fia Toyan1sAuvilaiiu

& v o aa o o
9. SSL LOg 20] ?JSQE]I‘US‘USBQM an

Wounayw1sa SSL

s

U

jideo-msn-com.akamaized.net)

Agplication Name

» HTTPSBROWSER

4 HTTRBROWSER
# Microsoft. Portal
5 58

& Google Services

Application Name

+Ser

Line

Serv

IROWSER

ok
sst
- SSL
#2 Microsoft.Portal
SSL

wvices

& Tetegram
© Tesegram
« NTP

Action
pass
pass

pass

pass
pass
pass
pass
pass
pass
pass
pass

pass

pass
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