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9.Log Management

Yagtiulsameunatnluugalissuudainu Log Bumesiin uavaouiimes A w.s.u. Aau
ateey 90 Ju daiudeyaasnasmemeuiines Auluniseie Log Setting from Fortigate firewall

wazdseyaludaiuwiatulseuavledsil

1. Traffic Log Ao Mituinteyadsnas Mnwganssunsliau

Source Destination Aoplication Name Resuit

B Microsoft Porta: v 359KB 71300k

© Leny: paticy viclatio

© Deny: poi

y violatic

2 DESKTOP H9F2UAP v £65KB7R

o ITSAND

Log & Report

Frsrware Trath

© Deny: policy victation

@ Deny: policy viclation

@ Deayo

¥ 355871
© Deny:y
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2. Event Log A danlwddmsumssisanieiunnudasndy uaznisaeeUaydly

Leval User Message Log Descr
= DHCP sarver sends a DHCPACK DHCP Ack log
- MCP server sends 3 DHCPACK DHCP
° DHCP servar sends s DHCPACK DHCP Acklog
36 seconds ago - OHCP server sends a DHCPACK DHCP Ack log
37 seconds ago . DHCP sesver sends s DHCPACK DHCP Ac
37 seconds age - DHCP server sonds 3 DHCPACK DHCP Ackiog
37 seconds ago - DHCP server sends 2 DHCPACK DHCP Ac
- DHCP server sends 2 DHCPACK DHCP Ack log
39 ssconds ago . DHCP server sends a DHCPACK DHCP Ackiog
39seconds ago - DOHCP server sends 2 DHCPACK DHCP Ack iog
" OHCP server sends s DHCPACK DHCP Ack log
= DHCP server sends a DHCPACK DHCP Ack log
. DHCP server semis 3 DHCPACK g
= DHCP server sends s DHCPACK DHCP Ack log
- DHCP server sends 5 NHCPACK DHCP Ack ing
43saconds ago = DHCP sarver sands @ DHCPACK
51 seconds 3g0 - DHCP server sends 38 DHCPACK
s DHCP server sends s DHCPACK
. DHCP server sends a DHCPACK
- DHCP server sends s DHCPACK
onds ago - ver sends a DHCPACK
54 seconas age - IHCPACK
55 saconas ago = (CPACK DHCP Ackiog
55 seconds ago B o rver sends 3 DHCRACK Ackiox

Date/Time

File Name Virus/Botret Details

2026/02/0100:53:40 HTTP upload.exe EICAR_TEST_ URL: http/www.baidu.com/upload.exe blocked

i 2026/01/28 17:06:01 HTTP 192168918 datalogger2.php URL: http/159.192.104.60/iot/datalogger 2.php blocked
2026/01/28 17:05:25 HTTP 192.168.9.14 datalogger2.php URL: http//159.192.104.60/iot/datalogger2.php blocked

; 2026/01/28 17:05:05 HTTP datalogger2.php URL: http/159.192.104.60/iot/datalogger2.php blocked
2 2 2026/01/2802:22:40 HTTP upload.exe URL: httpy//www.google.com/upioad.exe blocked
§ 2026/01/28 02:22:40 HTTP upload.exe EICAR_TEST F URL: http:/www.google.comupioad.exe blocked
i 2026/01/27 15:16:48 HTTP 1653359 rectorPIY:tr URL: hittp//ww38 tamping net/go/ 1653359 biocked
i 2026/01/27 15:16:45 HTTP 1653359 15/Red: URL: hitpv/ww38.tamping net/g0/1653359 blocked
2026/01/27 15:15:24 HTTP 1653359 IS/Redirector PIY s URL: httpv/ww38.tamping net/go/ 1653359 blocked
2026/01/19 04:06:06 HTTP 206.168.191.185 upload.php EICAR_TEST_Fi URL: httpr/www.microsoft.com/upicad.php blocked

1§ 2026/01/1901:18: HTTR 206.168.191.185 upload.php EICAR_TEST_FILE URL: httpw/wiww.microsoft.com/upload.php biocked
i 2026/01/1901:12:49 HTTP 206.168.191.185 upioad.php EN URL: http://www.microsoft.com/upload.php blocked
Bj 2026/01/1802:19:34 HTTP 206.168.191.185 upload.php EICAR_YEST_FILE URL: hitp:/www.microsoft.com/upioad.php blocked

2026/01/17 20:20:10 HTTP 206.168.191.185 upload.php EICAR _TEST_FILE URL: hittp://vwwew.microsoft.com/upload.php blocked



4. Web Filter Log fie deyanisuien uardrindvsnmsidnfiadriulediilivaendty

16 ministes 450
18 minutes agc h10938
18 minutes ago

19

18 minutes sgo

15 minutes 880

e

19 mingtes ago

19 minutes ago

o

19 mirustes agc

19 minutes age

T

19 minutes ago

19 minutes 250 h10936

1§ minutes age

15 minutes ag0

N AN BT

5. IPS Log fla Yoyjansi9aeunsynin N1sglaunduniengaday

© Acd Fiiter

31 seconds ago
32 seconds ag0.
Mineste ago
Minute ago
Minute ago
2minutes ago

144 Log & Report 2minutes ago
2minutes ago
3minutes ago

Iminutes

e —————

Sminutes ago

5 minutes

6 minutes ago
S minutesago
6minutes ago

frifrisgion Prevention
&minutes ago

7 minutes ago

T —————————

7 minutes ago

Date/Time *

Seveity

e

R

exan

szee

muze

wney

FEE

P

passthough

blocked

nlack
biockn
bigcked
blockes
ocked
biockss
biocked

locked

Blocked

Dlockee

biocked

blocket

204.76.203219

nittpsy

https

nttps:

mask-ap icious.com

NOOM B ol s

.0/ MFAw

cor Proxy Avoidance

Proxy Avoidance

ask-apiichoud.com Sroxy Avoidance
k-aph icloud <o Proy Avoldance
alogyheathapple.com

acsegateway icoud.com

14.appia.com

14.appie.com

ceagateway i comy
undatescon-apple.com
-gb-aapselcsmontappie.com

Csogativay Clou <t

b aaps: o applecor

aazclogy.neaith apple

Lodates.can-apple com

acsegatevry i Oud.com

oatology hewth appie comy
‘acsegateviayicioud.com)

conhguration sopte<o

steway.icioud.oon

N UNSN
9

)

User Action Pt
detected
Getected
cetected
cetected
cetected

detected

detected

detected
detected
detacted
detected
detected
cetected

detected

detected Botnet
setected

cetected

detected Mirai Bot

ategory Description

44

5178/0B
5178/08
517B/0B

S18B/0R
5188/08
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6. Application Control Log fie ¥ayan1sldau Application

- DOM: & ot~ b @ 0 v B vaedna >
T & 0 Acdriter &~ Doetats
Date/Time LY Source Destination Application Name Action Appication User Appiication Details
13 seconds ago s HTTPSBROWSER pass
13seconds ago 2 58t pass
13 saconds ago 1921687.1 137 acetoo pass
g 3seconds ago $H109381192.1687.12 acebook.com; - sst pass
] 13seconds ago 192.16820022 7 (prog-streaming:video-msn-com skamaized.net 4 HTTPBROWSER pass
] 14 seconds g0 & n10938(192.168.7.12) (acrabatadobecom ¥ Microsoft.Poctat pass
iy g E 14 seconds ago 1h10938(192.168.7.12) 3.11.200.17 (acrobat.adobe.com) Y pass
g 15 seconds ago 192.1687.64 ™ 142.251.10.94 (clientservices googieapis.com) pass
§ 15 seconds ago 192.1686.232 147.92.165.194 (cheine-3pps.com) pass
; 15 seconds ago 192.1686232 92.165.194 (cixine-apps.com
[} 135econds o 192168200243 mon-boot tiktokv.com pass
g 13seconds ago 192.168200243 0,147 (moa-boot tiktokv.com) pass
] 34 seconos ago 192168200243 9.239.74 (¥10.events.catamicrosoft.com pass
N cencnsog 0.events.catamicrosoft.com pas
g 15 seconds ago W8 203.147.59.16 (time navy mi th} NTP pass
§_ 15 seconds 230 1213 (aruba brightclo sst pass
% 15 seconds ago & 13234.171.195 (aruba.brightcioud.com) sst pass
H 12 ceconds a0 & youtube.com HTTPSBROWSER pass
RIS 2 13 seconds ago 4 youtube.com sst pass
! seconds ago {aruba.brightcioud.com) 4 SSL pass
14 seconds ago 192.1687.64 .94 (ssigstatic.com! pass
= v v . .
7. WAF Log L Uo3 Web applicat
. Og AB UBUANIT FIMUNTTUBDY Web a Ication
Q VOOM S ooty ol Qe D e
T & 0 AddFiter &- T Detads
Date/Time @ Source Destination Aopication Name Action Application User Application Detaits
14 seconds azo +Services pass
16 seconds ago ™ 147.92.165.67 llegyline-apps.com Line pass
14 seconcs ago 110938(192.168.200.41 - 1204 services poss
{ 14 5econds ago 192.168201.151 50.58 lconn-service-us-04 aliawnas.cc JROWSER pass
15 seconds 230 192.1687.46 & 13234.171.199 (arubabrightcloud com pass
15 seconds ago & 110938(192.1686.182 8 162.70.148.13 (api facebook.com Yok pass
e A8 gt 15 seconds ago 192.168.7.46 & 35.154.21.213 {srubs brightcloud.com pass
15 seconds ago 192.168200.151 & 3515421213 (arubabright s pass
15 seconds ago 192.1687.46 & 13234.171.199 (aruba brightcioud.com ss pass
conas ago 192168200243 89 23.11.200.17 acrobatadobe.com pass
15 seconds ago - acrobat.acobe com pass
15 seconds ago 3itime gaapimg TP pass
15 seconds ago arubabrigtcioud.com sst pass
15 seconds ago 4 (moziliacloudNlare-dns.com DNSOverHTTPS pass
1 15 seconds ago sst pass
15 seconds 330 pass
15 seconds ago ™ 1422521095 pass

15 seconds ago

Appitontion Control

15 seconds ago
15 seconds ago
15 seconds ago

15 seconds ago

15 seconds ago 192.168.7.46

192.168.9.135

192.168200.151

1725384

ime.appie.com]
1.108.56.129

-51108.56.129

06.217.8 larubabrightcioud.com)

8. DNS Query Log A TasjansAumilaiu

9. SSL Log fe Yoyaluiusesdd

WousaMinsva SSL

s

a

pass

pass

pass

pass

Py g [ & I L4
niusesanugnesvesdeyaiivled uanleld vums



